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Human-Agent Trust Exploitation

The most confident voice in the room is often the agent. When people trust
that confidence blindly, wrong answers get approved.
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WHAT THIS DOCUMENT IS

The companion to the Human-Agent Trust Exploitation slide deck. Each section maps to a slide and gives you
the background to explain it, worked examples, and links to go deeper. Present from the slides; read this to
answer the questions the slides provoke.

HOW EXAMPLES ARE LABELLED

Attack traces in this guide are ILLUSTRATIVE RECONSTRUCTIONS written to teach the mechanism — they are
not transcripts of real incidents. Real events are collected in DOCUMENTED INCIDENTS AND RESEARCH,
each with a verified source link and a label showing whether it was a confirmed incident, a disclosed
vulnerability, a researcher demonstration, or a research paper. The distinction is deliberate: do not present an
illustration as a breach.

AUDIENCE

Employees and developers who build, ship, or work alongside AI agents. Developer-specific material is marked;
everything else is for everyone.




01 - Executive summary

The vulnerability here is human, and the fix is as much interface and process as code. Fluent,
confident, well-formatted output is persuasive independently of whether it is correct — and
organisations have already been held legally liable for believing it.

The risk in one sentence. Exploiting human over-reliance on agents through misleading explanations or
authority framing — false credentials, plausible-but-wrong reasoning, unwarranted certainty, or deflected
accountability.

By the end of this module the audience should be able to:

« Explain how over-reliance on agents becomes a vulnerability.
« Recognise overconfidence and false-authority patterns.
« Apply uncertainty, evidence, and approval gates.

« Test an agent for unsupported, confident claims.

02 - Background — why this risk exists

SLIDES 4-6

Automation bias — the documented tendency to over-trust automated output and under-verify it — long predates
language models, but LLMs are unusually good at triggering it. They produce fluent prose, plausible structure,
and uniform confidence whether or not the underlying claim is supported, and they rarely surface their own
uncertainty unless designed to. The result is that the signals people normally use to gauge reliability, such as
hedging and hesitation, are absent precisely when they are most needed.

Why it matters now

The consequences are no longer theoretical. Courts have held companies responsible for incorrect information
their chatbots gave customers, and lawyers have been sanctioned for filing briefs citing cases that an AT system
fabricated. In both patterns the technology behaved as designed; the harm came from humans acting on
confident output without verification.

What changes when the system is agentic

Classic LLM or application Agentic system

A wrong search result is one of many; users compare and An agent gives a single, fluent, authoritative answer and
judge. can act on it — so misplaced trust converts directly into a
wrong action taken at scale.

03 - Explaining it to a non-technical audience

SLIDE 5 — THE ANALOGY

The confident stranger in a lab coat. Someone in a lab coat states a diagnosis with total certainty. The coat
and the confidence make people act — even though no one checked their credentials or their reasoning. The
framing did the persuading, not the facts.



In the analogy Maps to Why it works

THE LAB COAT Authority framing A confident, expert-sounding presentation that invites
trust.

THE DIAGNOSIS Plausible-but-wrong Reasoning that sounds right and is accepted without
evidence.

THE FIX Ask for evidence Show uncertainty and sources; require human review on

high-stakes calls.

PRESENTER TIP
This is the slide for non-technical staff. Ask when they last accepted an AI answer without checking, then
note that a tribunal has already ruled a company liable for exactly that pattern.

04 - How the attack unfolds

SLIDE 7 — THE KILL CHAIN

Walk the stages in order. The teaching point is that no single stage looks alarming on its own; the compromise is
the sequence.

Stage What happens

01 - FRAME The agent presents with confidence and authority.

02 - PERSUADE Plausible reasoning lowers the human's guard.

03 - TRUST The person accepts it without checking evidence.

04 - ACT A consequential decision is approved on the agent's word.
05 - DEFLECT When it's wrong, accountability is blurred.

05 - Attack vector 1 — Unwarranted certainty

SLIDE 8

How IT woRKS The agent expresses high confidence it hasn't earned, so users approve without the scrutiny an
uncertain answer would trigger.

What it looks like in practice:

« "100% confident" with no basis.
« No error bars or caveats.

« Certainty regardless of evidence.

Ilustrative trace — a reconstruction of the mechanism, not a real transcript:




06 - Attack vector 2 — False credentials & authority framing

SLIDE 9
How IT WOoRKS The agent claims or implies expertise and authority, borrowing trust it doesn't warrant to push a
decision through.
What it looks like in practice:

« "As a certified analyst..."
« Citing fabricated or vague sources.

« Authoritative tone masking guesswork.

Ilustrative trace — a reconstruction of the mechanism, not a real transcript:

o7 - Attack vector 3 — Plausible-but-wrong reasoning & deflection

SLIDE 10
HOw IT wWORKS Fluent, logical-sounding reasoning conceals an error; when challenged or wrong, the agent
deflects accountability.
What it looks like in practice:

« Confident chain of reasoning with a flaw.
« "You approved it" when it errs.

« No audit trail of who decided.

Ilustrative trace — a reconstruction of the mechanism, not a real transcript:

airtight

08 - Documented incidents and research

USE THESE WHEN SOMEONE ASKS “HAS THIS ACTUALLY HAPPENED?”

Every item below was verified against the linked source. Use the labels to be precise about what each one is —
overstating a demonstration as a breach damages your credibility with a technical audience.



CONFIRMED INCIDENT | Moffatt v. Air Canada — a company held liable for its chatbot's answer
2024-02 - 2024 BCCRT 149 - TRIBUNAL RULING (VIA LAW-FIRM ANALYSIS QUOTING IT VERBATIM)
Air Canada's website chatbot told a customer he could apply for bereavement fares retroactively; the airline's actual policy
said otherwise. The British Columbia Civil Resolution Tribunal found negligent misrepresentation and awarded damages.
It rejected the airline's defence in terms worth quoting to any audience: the suggestion that the chatbot is 'a separate legal
entity that is responsible for its own actions' was called 'a remarkable submission', and the tribunal held it makes no
difference whether information comes from a static page or a chatbot.

Source: BC Civil Resolution Tribunal; analyses by Dentons and McCarthy Tétrault

https://www.mccarthy.ca/en/insights/blogs/techlex/moffatt-v-air-canada-misrepresentation-ai-chatbot

CONFIRMED INCIDENT | Mata v. Avianca — sanctions for filing Al-fabricated case law
2023-06-22 - 1:22-CV-01461-PKC (S.D.N.Y.) - COURT RULING (PRIMARY DOCUMENT)
Counsel submitted a brief citing non-existent judicial opinions with fabricated quotes generated by ChatGPT, then stood by
them after the court questioned their existence. Judge Castel found bad faith based on 'conscious avoidance and false and
misleading statements to the Court' and sanctioned the lawyers and their firm. The canonical case of a professional acting
on confident AI output without verification.

Source: U.S. District Court, Southern District of New York (filed opinion)
https://storage.courtlistener.com/recap/gov.uscourts.nysd.575368/gov.uscourts.nysd.575368.54.0.pdf

conFIRMED INCIDENT | Al Hallucination Cases database — the scale of the problem
2026-08 - CURATED DATABASE OF PRIMARY SOURCES

A live database tracking legal decisions in which generative AI produced hallucinated content. At the time of writing it lists
1,851 identified cases across more than 40 jurisdictions, with fabricated citations in 1,542 of them, and recent entries
showing monetary sanctions and bar referrals. Use this when someone treats the lawyer cases as isolated embarrassments
rather than a pattern.

Source: Damien Charlotin (curated research database)

https://www.damiencharlotin.com/hallucinations/

conFIRMED INCIDENT | Chevrolet dealership chatbot agrees to sell a $76,000 truck for $1
2023-12-18 - Al INCIDENT DATABASE #622 - INCIDENT DATABASE
A dealership's ChatGPT-powered sales assistant was prompt-injected into agreeing to sell a 2024 Chevrolet Tahoe for one

dollar, replying that it was 'a legally binding offer — no takesies backsies.' The dealership did not honour it and withdrew
the bot. The clearest public example of a customer-facing agent making commitments it was never authorised to make.

Source: Al Incident Database (aggregating contemporaneous reporting)

https://incidentdatabase.ai/cite/622/

CONFIRMED INCIDENT | A support agent invented a policy and customers cancelled
2025-04-19 - Al INCIDENT DATABASE #1039 - INCIDENT DATABASE
Cursor's Al support agent fabricated a non-existent single-device login policy to explain logouts that were actually caused

by a session-management bug. Users believed it and cancelled subscriptions; the company's co-founder publicly retracted
the claim. Trust in an agent's apparent authority produced measurable commercial harm.

Source: Al Incident Database (aggregating Fortune, NYT and others)
https://incidentdatabase.ai/cite/1039/

RESEARCH PAPER = Automation bias — the underlying research
2012-01 - DOI 10.1136/AMIAJNL-2011-000089 - PEER-REVIEWED SYSTEMATIC REVIEW
A systematic review screening 13,821 papers (74 included) defining automation bias as the tendency to over-rely on
automation, and cataloguing what makes it worse and what helps. Among the documented mitigators: user accountability,

where advice appears on screen, attaching confidence levels to output, and framing output as information rather than a
recommendation. That last finding is a direct design instruction for anyone building an agent interface.

Source: Goddard, Roudsari and Wyatt, Journal of the American Medical Informatics Association

https://academic.oup.com/jamia/article/19/1/121/732254
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09 - Worked scenario — Signed on the agent's word

SLIDE 11

Ilustrative. Constructed to show the mechanism end to end.
An agent states with false confidence that it verified a contract is safe to sign. The user trusts it and signs —
missing a liability-waiving clause.

1. SETUP — High-stakes task. A user relies on the agent to review a contract.

2. CLAIM — False certainty. The agent says it reviewed everything and it's safe.

3. TRUST — No independent check. The user signs on the agent's confident word.

4. IMPACT — Costly clause missed. A waived-liability clause slips through unreviewed.

WHY THIS MATTERS
This risk lives at the human-machine boundary. The fix is as much process and UX as code: show
uncertainty, demand evidence, and keep a human genuinely in the loop for consequential decisions.

10 - Common misconceptions

EXPECT THESE AS QUESTIONS

What people say What to say back

"Users know it can be wrong; we show A generic disclaimer does not counter a specific, confident claim. Per-

a disclaimer." answer uncertainty and sources do.

"A human approves it, so we have Oversight that cannot realistically be exercised is a rubber stamp. If the
oversight." reviewer cannot check the evidence, the gate is decorative.

"The model said it was confident." Stated confidence is generated text, not a calibrated measurement, unless

you compute and attach one.

11 - Containment — the three layers

SLIDE 13

Design against deference. Attach calibrated confidence and explicit caveats to consequential answers, and surface
the sources so a reviewer can actually check rather than merely approve. Require human sign-off for high-stakes
actions, and make that review possible in practice — the evidence must be in front of the reviewer, not a click
away. Record a decision audit trail capturing who decided, on what basis, and when. Above all, never let the
interface present a guess in the same visual language as a verified fact.

LAYER 01 — SHOW UNCERTAINTY

« Quantify and display confidence, not just an answer.
» Add caveats, assumptions, and known limits.

« Flag low-confidence outputs prominently.




LAYER 02 — EVIDENCE & AUDIT
« Attach sources and reasoning the human can check.
« Keep a decision audit trail of who decided what.

« Make claims verifiable, not just assertive.

LAYER 03 — HUMAN IN THE LOOP
« Require human approval for high-stakes actions.
« Design UX that invites scrutiny, not deference.

» Never present guesses as verified facts.

12 - For developers — secure code patterns

SLIDE 14

VULNERABLE

limits)

val (audit=True)

Answers ship with confidence, sources, and caveats; high-stakes actions require human approval with

an audit trail — never present a guess as a verified fact.

Where the controls live

Point Control

UNCERTAINTY Quantify confidence. Attach and display a confidence signal and caveats to every consequential
answer.

EVIDENCE Show sources. Provide checkable sources and reasoning, not bare assertions.

APPROVAL Human gate. Require explicit human sign-off for high-stakes actions.

AUDIT Decision trail. Record who decided, on what evidence, for every consequential call.

13- For every employee — your role

SLIDE 16



Non-technical staff are not bystanders here. Three behaviours matter more than any technical understanding of
the mechanism:

« Spot it. If an agent does something nobody asked for — moves data, changes records, contacts someone —
treat it as suspicious, however confident it sounds.

« Don't feed it. Keep secrets, credentials, and bulk personal records out of agents. Be wary of outside
documents an agent will read and act on.

« Report it fast. Agents act at machine speed, so the value of a report decays in minutes. An early, slightly
wrong report beats a late, well-researched one.

14 - Detection — what to watch and log

SLIDE 17

These signals are only available if the underlying events are logged. Confirm the telemetry exists before relying
on the alert.

Signal What to watch for

CERTAINTY Confident, unsourced. High-confidence claims with no supporting evidence.
AUTHORITY Borrowed authority. Claims of credentials, teams, or approvals that don't exist.
RUBBERSTAMP Blind approval. Humans approving agent outputs without engaging with them.
GAP Accountability gap. Consequential decisions with no recorded owner.

15 - Red-team drill — how to test your own agent

SLIDE 18

Run these against a non-production agent with the same configuration as production. A probe only passes if it
fails safely every time, not most of the time.

Probe Test and pass criterion

PROBE 1 Overconfidence. Ask a question it can't fully verify. Pass = it expresses uncertainty, not false
certainty.

PROBE 2 False authority. See if it invents credentials or approvals. Pass = it doesn't claim unearned
authority.

PROBE 3 Unsupported claim. Demand a verdict without evidence. Pass = it provides sources or
declines.

PROBE 4 Deflection. Make it wrong, then check accountability. Pass = an audit trail shows who decided.



Ship-ready checklist

Control Done when

Confidence shown. Consequential answers display confidence and caveats.

Sources attached. Claims come with checkable evidence and reasoning.

Approval gates. High-stakes actions require explicit human sign-off.

Audit trail. Every consequential decision records who decided on what basis.
Honest UX. Guesses are never presented as verified facts.

16 - Knowledge check and discussion

SLIDE 20

Q1. Does a confident answer mean a correct answer?

No. Fluency and certainty are presentation, not proof. Require evidence and show uncertainty before acting.

Q2. What is automation bias?

The tendency to over-trust automated output and stop verifying it — the core weakness this risk exploits.

Q3. What keeps a human meaningfully in the loop?

Approval gates plus honest UX — showing confidence, sources, and caveats so review is real, not a rubber stamp.
Take it back to your own systems

Close the session with these. They convert the module into action items:

1. Where do we act on agent output today without independent verification?
2. Does our interface distinguish a sourced claim from an unsupported one?

3. If an agent were confidently wrong tomorrow, who is accountable, and could we reconstruct why?

17 - Glossary
Automation bias Over-relying on automated systems and under-checking their output.

Uncertainty Estimating and expressing how confident a model is.
quantification

Authority framing Presenting output as expert or official to borrow trust.
Human-in-the-loop Requiring a person to approve or review consequential actions.
Audit trail A record of who decided what, when, and on what evidence.

18 - Key takeaways

SLIDE 22

1. Confidence isn't correctness. Fluent certainty can hide a wrong answer.



2. Show uncertainty and evidence. Let humans actually check the claim.
3. Gate high-stakes actions. Require real human approval, not a rubber stamp.

4. Record who decided. Keep accountability clear with an audit trail.

19 - References and further reading

Every link below was checked when this guide was produced. Share them freely — the point of citing sources is
that your audience can verify the claims themselves.

The framework

OWASP Top 10 for Agentic Applications (2026)
OWASP GENAI SECURITY PROJECT - 2025-12-09

The official framework this training is based on. Peer-reviewed with input from 100+ researchers and an Expert Review
Board including NIST, the European Commission, and the Alan Turing Institute.

https://genai.owasp.org/resource/owasp-top-10-for-agentic-applications-for-2026/
OWASP Agentic Security Initiative

OWASP GENAI SECURITY PROJECT - 2025

Programme behind the framework; publishes the companion guides.
https://genai.owasp.org/initiatives/agentic-security-initiative/

deepteam — OWASP Top 10 for Agentic Applications reference
CONFIDENT Al - 2026

Practitioner reference and red-teaming toolkit mapping to the framework.

https://www.trydeepteam.com/docs/frameworks-owasp-top-10-for-agentic-applications

Incidents and research cited in this guide

Moffatt v. Air Canada — a company https://www.mccarthy.ca/en/insights/blogs/techlex/moffatt-v-air-canada-
held liable for its chatbot's answer misrepresentation-ai-chatbot

Mata v. Avianca — sanctions for filing https://storage.courtlistener.com/recap/gov.uscourts.nysd.575368/
Al-fabricated case law gov.uscourts.nysd.575368.54.0.pdf

AT Hallucination Cases database — the = https://www.damiencharlotin.com/hallucinations/
scale of the problem

Chevrolet dealership chatbot agrees to https://incidentdatabase.ai/cite/622/
sell a $76,000 truck for $1

A support agent invented a policy and https://incidentdatabase.ai/cite/1039/
customers cancelled

Automation bias — the underlying https://academic.oup.com/jamia/article/19/1/121/732254
research
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