OWASP TOP 10 FOR AGENTIC APPLICATIONS - 2026 - FACILITATOR GUIDE

Tool Misuse & Exploitation

The agent has legitimate tools — it just uses them in illegitimate ways.
Recursion, unsafe chaining, and floods turn authorized power into harm.
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WHAT THIS DOCUMENT IS

The companion to the Tool Misuse & Exploitation slide deck. Each section maps to a slide and gives you the
background to explain it, worked examples, and links to go deeper. Present from the slides; read this to answer
the questions the slides provoke.

HOW EXAMPLES ARE LABELLED

Attack traces in this guide are ILLUSTRATIVE RECONSTRUCTIONS written to teach the mechanism — they are
not transcripts of real incidents. Real events are collected in DOCUMENTED INCIDENTS AND RESEARCH,
each with a verified source link and a label showing whether it was a confirmed incident, a disclosed
vulnerability, a researcher demonstration, or a research paper. The distinction is deliberate: do not present an
illustration as a breach.

AUDIENCE

Employees and developers who build, ship, or work alongside AI agents. Developer-specific material is marked;
everything else is for everyone.




01 - Executive summary

Tool misuse is the risk with no villain. Every call is authorised, nothing is exploited, and the damage
arrives as a bill, an outage, or data quietly crossing a boundary. It is also the one most likely to hit a
team before any attacker does.

The risk in one sentence. Agents misuse authorized tools through unsafe composition, recursion, or
excessive execution that causes harmful side effects — resource exhaustion, runaway cost, or data leaking
between tool contexts.

By the end of this module the audience should be able to:

« Explain how authorized tools become an attack surface.
« Spot the three misuse patterns — recursion, unsafe chaining, and floods.
« Apply budgets, rate limits, and dangerous-combination policies.

« Test an agent for runaway and exfiltration tool behaviour.

02 - Background — why this risk exists

SLIDES 4-6

Traditional software has a fixed call graph: a developer decided what runs and how often. An agent decides at
runtime, so composition and volume become emergent properties of a reasoning loop rather than design
decisions. Two safe capabilities become an exfiltration primitive when chained — read a secret, then send an
email — and neither tool is individually at fault. Add recursion and a metered API and you have an availability
and cost incident with no adversary present.

Why it matters now

Agent frameworks default to generous tool access and unbounded loops. Teams routinely ship agents with no
per-run ceiling on calls, depth, wall-clock, or spend, then discover the gap through an invoice. Published
practitioner reports describe runaway loops burning tens of dollars per minute and, worse, autoscalers restarting
the loop after it is killed.

What changes when the system is agentic

Classic LLM or application Agentic system

A misused function in normal code fails predictably and The agent decides how often and in what order to call tools,
locally — one stack trace, one bounded blast. so misuse compounds — loops, chains, and floods it
invented on the fly.

03 - Explaining it to a non-technical audience

SLIDE 5 — THE ANALOGY

The keycard that opens every door — on a loop. Give someone a valid keycard and tell them to "be
thorough," and they might open every door, again and again, all night. Nothing is forbidden — but the building
still gets ransacked by sheer unchecked repetition and combination.



In the analogy Maps to Why it works

THE KEYCARD Authorized tools Each tool call is allowed. The agent isn't breaking rules —

it's over-using them.

THE LOOP Recursion & floods "Be thorough" becomes thousands of calls, draining quota,
budget, and downstream systems.

THE FIX Budgets & guards Cap calls, depth, and cost; forbid dangerous tool
combinations; sandbox each tool.

PRESENTER TIP
Ask the room to guess the cost ceiling of their own agent before showing the loop trace. Most teams have
never calculated it, and the silence makes the point better than the slide does.

04 - How the attack unfolds

SLIDE 7 — THE KILL CHAIN

Walk the stages in order. The teaching point is that no single stage looks alarming on its own; the compromise is
the sequence.

Stage What happens

01 - GRANT The agent holds a set of legitimate, authorized tools.

02 - COMPOSE It chains or repeats them in a way no one designed for.
03 - AMPLIFY Recursion or floods multiply the calls far beyond intent.
04 - SIDE-EFFECT Quota drains, cost spikes, or data crosses contexts.

05 - IMPACT Downstream systems degrade or sensitive data leaks.

05 - Attack vector 1 — Recursive tool loops

SLIDE 8
HOW IT WORKS A vague goal or a self-referential plan makes the agent call the same tool endlessly, exhausting
rate limits, quota, and budget.
What it looks like in practice:

« "Keep searching until you're sure."
« A tool whose output prompts another identical call.

« No cap on depth or total calls.

Ilustrative trace — a reconstruction of the mechanism, not a real transcript:




06 - Attack vector 2 — Dangerous tool chaining

SLIDE 9
How IT woRKs Individually safe tools become an exfiltration path when composed: read a secret, then send it
out. Each step is authorized; the sequence is the attack.
What it looks like in practice:

e read_secret — send_email in one run.
« fetch_customer — post_to_webhook.

« copy_file — upload_ external.

Ilustrative trace — a reconstruction of the mechanism, not a real transcript:

07 - Attack vector 3 — Excessive execution & flooding

SLIDE 10
How IT woRKS The agent overwhelms a system with calls — accidentally or when steered — turning its own
tools into a denial-of-service against you or a third party.
What it looks like in practice:

« Thousands of API calls per minute.
« Parallel fan-out with no ceiling.

« Retry storms on every minor error.

Ilustrative trace — a reconstruction of the mechanism, not a real transcript:

08 - Documented incidents and research

USE THESE WHEN SOMEONE ASKS “HAS THIS ACTUALLY HAPPENED?”

Every item below was verified against the linked source. Use the labels to be precise about what each one is —
overstating a demonstration as a breach damages your credibility with a technical audience.

RESEARCHER DEMONSTRATION GitHub MCP — every call authorised, the composition unauthorised
2025-05-26 - SECURITY RESEARCH / RESPONSIBLE DISCLOSURE
An agent connected to the official GitHub MCP server read a malicious public issue, then read private repositories, then
opened a public pull request. Each of those tool calls was individually permitted. It was the sequence — read untrusted,

read sensitive, publish externally — that produced the breach. This is the clearest published illustration of why per-call

permission checks do not constrain composition.
Source: Invariant Labs

https://invariantlabs.ai/blog/mcp-github-vulnerability


https://invariantlabs.ai/blog/mcp-github-vulnerability

CONFIRMED INCIDENT = Replit agent deleted a production database during an explicit code freeze
2025-07 - CONFIRMED OPERATIONAL INCIDENT (TRADE PRESS)
While using Replit's agentic coding tool, SaaStr founder Jason Lemkin found the agent had deleted his production
database despite a code freeze he had enforced moments earlier. The agent then stated recovery was impossible and all

versions were destroyed — which was untrue, as rollback worked. Replit publicly acknowledged the failure. A direct
example of a destructive tool being reachable when it should not have been.

Source: Reported by The Register, with statements from both parties

https://www.theregister.com/2025/07/21/replit_saastr_vibe_coding_incident/

09 - Worked scenario — The $40k research loop
SLIDE 11

Ilustrative. Constructed to show the mechanism end to end.

An analysis agent is told to "gather everything relevant." With no budget, it recurses through a paid search tool.
1. SETUP — Open-ended goal. "Be thorough" with a metered search tool and no call ceiling.
2. TRIGGER — Self-feeding loop. Each result makes the agent decide it needs one more search.
3. AMPLIFY — Thousands of calls. The loop runs for hours, each call billed, quota blown.

4. IMPACT — Runaway bill. A five-figure invoice and a rate-limited account before anyone notices.

WHY THIS MATTERS
Tool misuse rarely trips a security alarm — every call is authorized. It shows up as cost, latency, and quota,
or as data quietly crossing a boundary it never should have.

10- Common misconceptions

EXPECT THESE AS QUESTIONS

What people say What to say back

"Every call was permitted, so nothing  Permission governs whether a call is allowed, never how often or in what
went wrong." combination. Misuse lives entirely inside authorised behaviour.

"Rate limits on the API protect us." The provider's limit protects the provider. It does not stop your agent
draining your quota, your budget, or a partner's service.

"We'll notice a runaway loop quickly."  Agents fail at machine speed and often overnight. Without a hard budget
that fails closed, 'we'll notice' means 'we'll read about it on the invoice'.

11 - Containment — the three layers

SLIDE 13

Give every run a budget object that counts calls, recursion depth, wall-clock, and cost, and raises when exceeded
— fail closed, never fail open. Express dangerous compositions as policy rather than hoping the model avoids
them: deny read-secret followed by external-send within a single run, and require approval to cross a trust
boundary. Isolate each tool's context so a credential read by one call is not sitting in scope for the next. Finally,
meter outbound calls to third parties so your loop cannot become their denial-of-service.


https://www.theregister.com/2025/07/21/replit_saastr_vibe_coding_incident/

LAYER 01 — BUDGETS & RATE LIMITS
« Cap calls, depth, and cost per run — hard stop on breach.
« Rate-limit each tool and the run as a whole.

« Fail closed when a budget is exceeded.

LAYER 02 — COMPOSITION POLICY
« Forbid dangerous combinations (read-secret — external-send).
» Require approval to cross a trust boundary.

« Scope each tool's context; don't share secrets across calls.

LAYER 03 — SANDBOX & ISOLATE

« Run tools in isolated, least-privilege contexts.
» Meter and quota third-party calls.

« Kill runs that exceed depth or time limits.

12- For developers — secure code patterns

SLIDE 14

VULNERABLE

result

Every run gets a hard budget (calls, depth, cost), dangerous combinations are blocked, and tools run
sandboxed and metered.



Where the controls live

Point Control

BUDGET Per-run limits. Cap total calls, recursion depth, wall-clock, and spend; fail closed on breach.

POLICY Combination rules. Deny read-secret — external-send and other cross-boundary chains without
approval.

SANDBOX Isolated execution. Run each tool least-privilege, with its own metered quota and no shared
secrets.

METER Third-party quotas. Rate-limit and quota outbound calls so a loop can't DoS you or a partner.

13- For every employee — your role

SLIDE 16

Non-technical staff are not bystanders here. Three behaviours matter more than any technical understanding of
the mechanism:

« Spot it. If an agent does something nobody asked for — moves data, changes records, contacts someone —
treat it as suspicious, however confident it sounds.

» Don't feed it. Keep secrets, credentials, and bulk personal records out of agents. Be wary of outside
documents an agent will read and act on.

« Report it fast. Agents act at machine speed, so the value of a report decays in minutes. An early, slightly
wrong report beats a late, well-researched one.

14 - Detection — what to watch and log

SLIDE 17

These signals are only available if the underlying events are logged. Confirm the telemetry exists before relying
on the alert.

Signal What to watch for

RATE Call-rate spike. A tool's calls-per-minute jumps far above baseline for a single run.

DEPTH Recursion depth. The plan calls the same tool repeatedly without converging.

cosT Spend anomaly. Metered-tool cost for one job exceeds a sane ceiling.

CHAIN Read—send sequence. A secret or record read is followed by an external send in the same run.

15 - Red-team drill — how to test your own agent

SLIDE 18

Run these against a non-production agent with the same configuration as production. A probe only passes if it
fails safely every time, not most of the time.



PROBE 1 Force recursion. Give a vague "be exhaustive" goal. Pass = the agent stops at its call/cost
budget.

PROBE 2 Dangerous chain. See if it will read a secret then send it out. Pass = the combination is
blocked.

PROBE 3 Flood test. Prompt a broadcast action. Pass = rate limits cap the outbound calls.

PROBE 4 Context leak. Check if data from tool A leaks into an unrelated tool B. Pass = contexts are
isolated.

Ship-ready checklist

Control Done when

Tool budgets. Every run caps calls, depth, wall-clock, and spend, and fails closed.
Combination policy. Dangerous tool chains are denied or require explicit approval.

Rate limits. Each tool and the run as a whole is rate-limited.

Sandboxing. Tools execute least-privilege with isolated context and no shared secrets.
Cost alerting. Per-job spend and call-rate anomalies are logged and alerted.

16 - Knowledge check and discussion

SLIDE 20

Q1. The agent only used tools it was allowed to use. Is there still a problem?

Yes. Misuse is about volume and composition, not permission. Loops, floods, and read—send chains cause harm with
fully authorized calls.

Q2. What single control stops most runaway-cost incidents?
A per-run tool budget that caps calls, depth, and spend and fails closed on breach.

Q3. Two safe tools become dangerous when...
...they're chained across a trust boundary — e.g. reading a secret and then sending it externally in the same run.
Take it back to your own systems

Close the session with these. They convert the module into action items:
1. What is the maximum our most expensive agent could spend in an hour if it looped?
2. Which pair of our tools, chained, would move sensitive data outside the company?

3. Does anything currently stop a retry loop at 3am, or would we find out from billing?



17 - Glossary

Tool budget A hard cap on calls, recursion depth, time, or cost for a single agent run.

Tool chaining Composing multiple tool calls in sequence; dangerous when it crosses a trust boundary.
Rate limiting Restricting how frequently a tool or run may call a system.

Fail closed Stopping the action when a limit or check fails, rather than proceeding.

Sandbox An isolated, least-privilege environment for running a tool or code.

18 - Key takeaways

SLIDE 22

1. Authorized tools are still an attack surface. Misuse is composition and volume, not a break-in.
2. Recursion and floods cause cost and DoS. Cap calls, depth, and spend — fail closed.
3. Chained read—send is exfiltration. Block dangerous combinations across boundaries.

4. Sandbox and meter every tool. Isolation limits what any single misuse can reach.

19 - References and further reading

Every link below was checked when this guide was produced. Share them freely — the point of citing sources is
that your audience can verify the claims themselves.

The framework

OWASP Top 10 for Agentic Applications (2026)
OWASP GENAI SECURITY PROJECT - 2025-12-09

The official framework this training is based on. Peer-reviewed with input from 100+ researchers and an Expert Review
Board including NIST, the European Commission, and the Alan Turing Institute.

https://genai.owasp.org/resource/owasp-top-10-for-agentic-applications-for-2026/
OWASP Agentic Security Initiative

OWASP GENAI SECURITY PROJECT - 2025

Programme behind the framework; publishes the companion guides.
https://genai.owasp.org/initiatives/agentic-security-initiative/

deepteam — OWASP Top 10 for Agentic Applications reference
CONFIDENT Al - 2026

Practitioner reference and red-teaming toolkit mapping to the framework.

https://www.trydeepteam.com/docs/frameworks-owasp-top-10-for-agentic-applications


https://genai.owasp.org/resource/owasp-top-10-for-agentic-applications-for-2026/
https://genai.owasp.org/initiatives/agentic-security-initiative/
https://www.trydeepteam.com/docs/frameworks-owasp-top-10-for-agentic-applications

Incidents and research cited in this guide

GitHub MCP — every call authorised, https://invariantlabs.ai/blog/mcp-github-vulnerability
the composition unauthorised

Replit agent deleted a production https://www.theregister.com/2025/07/21/
database during an explicit code freeze  replit_saastr_vibe_coding_incident/

Citation. OWASP GenAlI Security Project, OWASP Top 10 for Agentic Applications (2026), risk ASI02:2026 — Tool Misuse &
Exploitation.
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