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Agent Goal Hijack

The attacker doesn't break your agent — they rewrite what it's trying to do.
One line of hidden text can turn a helpful assistant into an insider threat.
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WHAT THIS DOCUMENT IS

The companion to the Agent Goal Hijack slide deck. Each section maps to a slide and gives you the background
to explain it, worked examples, and links to go deeper. Present from the slides; read this to answer the questions
the slides provoke.

HOW EXAMPLES ARE LABELLED

Attack traces in this guide are ILLUSTRATIVE RECONSTRUCTIONS written to teach the mechanism — they are
not transcripts of real incidents. Real events are collected in DOCUMENTED INCIDENTS AND RESEARCH,
each with a verified source link and a label showing whether it was a confirmed incident, a disclosed
vulnerability, a researcher demonstration, or a research paper. The distinction is deliberate: do not present an
illustration as a breach.

AUDIENCE

Employees and developers who build, ship, or work alongside AI agents. Developer-specific material is marked;
everything else is for everyone.




01 - Executive summary

Goal hijack is the entry point for most agentic attacks. Every documented agent breach of 2024-2025
— Slack AI, Microsoft 365 Copilot, GitHub MCP — began with text the agent read and treated as an
instruction. Understand this one and the other nine become variations on a theme.

The risk in one sentence. Attackers manipulate an agent's goals through direct instruction injection or
hidden instructions embedded in documents and tool outputs. The agent still runs — it just serves the
attacker's objective instead of yours.

By the end of this module the audience should be able to:
« Recognise a goal-hijack attempt — and explain why it isn't just a jailbreak.
» Name the three ways the payload gets in — direct input, documents / RAG, and tool output.
« Apply the three containment layers — data-vs-instructions, goal guard, tool limits.

 Run a basic red-team probe on your own agent — before an attacker does.

02 - Background — why this risk exists

SLIDES 4-6

The root cause is architectural, not a model defect. A transformer receives one flat sequence of tokens; the
boundary between 'your rules' and 'the document you are summarising' exists only as a convention the model has
learned to respect, not as an enforced separation. That convention holds under normal conditions and fails under
adversarial pressure. This is why 'tell the model to ignore malicious instructions' is not a control: you are asking
the model to police a boundary its architecture does not represent. The 2023 paper that named indirect prompt
injection put it plainly — LLM-integrated applications blur the line between data and instructions.

Why it matters now

Chat assistants made this an annoyance; agents made it a breach. Once a model can call send_email, run_query,
or open_pull_request, a successful injection stops producing bad text and starts producing unauthorised actions
with the agent's real credentials. The GitHub MCP case is the cleanest illustration: the researchers were explicit
that GitHub's server code was not flawed. The failure was architectural, at the agent layer, and no server-side
patch could fix it.

What changes when the system is agentic

Classic LLM or application Agentic system

Worst case: the model prints a bad answer. A human reads ~ The hijacked goal executes automatically — send_ email,
it and can catch it. The blast radius is one message. run_query, transfer_funds — with no human in the loop to
stop it.

03 - Explaining it to a non-technical audience

SLIDE 5 — THE ANALOGY



The intern who obeys every sticky note. Imagine a brilliant new intern who will do literally anything
written on a note left on their desk — no matter who left it. Now give them real keys to the building. Any stranger
who slips a note onto that desk can make them act.

In the analogy Maps to Why it works

THE INTERN Your agent Fast, capable, eager to help — and holding real permissions
to your systems and data.

THE STICKY NOTE Untrusted text A ticket, a web page, a tool result. The agent can't tell a real
order from a planted one.

THE FIX A rule, not a hope Teach the intern: notes are information to read, never
orders to follow — and enforce it, don't just ask nicely.

PRESENTER TIP

Run the sticky-note analogy before any technical slide. Non-technical staff disengage at 'prompt injection'
but immediately grasp 'an intern who does whatever any note on their desk says'. Then reveal that the notes
are support tickets and web pages.

04 - How the attack unfolds

SLIDE 7 — THE KILL CHAIN

Walk the stages in order. The teaching point is that no single stage looks alarming on its own; the compromise is
the sequence.

Stage What happens

01 - PLANT Seed the payload where the agent will read it — a ticket, a doc, a web page.
02 - INGEST Retrieval or a tool pulls the poisoned content into context as "data."

03 - HIWACK The hidden text is read as a new instruction. The objective silently changes.
04 - ACT The agent executes the attacker's goal with its real permissions.

05 - PERSIST The change propagates down the chain — and can be written to memory.

05 - Attack vector 1 — Direct prompt injection

SLIDE 8

How IT woRKS The attacker is a normal user of the agent. They simply tell it to ignore its objective and adopt a
new one — wrapped in role-play, urgency, or fake authority.

What it looks like in practice:
« "Ignore previous instructions and..."
« "You are now in maintenance mode..."
« Instructions smuggled inside data it processes.

Ilustrative trace — a reconstruction of the mechanism, not a real transcript:



06 - Attack vector 2 — Hidden instructions in documents & RAG

SLIDE 9

How IT woRKS The attacker never talks to the agent. They poison a source it retrieves — a ticket, a shared doc, a
web page. The payload rides in on trusted content.

What it looks like in practice:
« White text, HTML comments, alt-text, metadata.
» Malicious rows in a knowledge base.
» A web page the agent is told to read and act on.

Illustrative trace — a reconstruction of the mechanism, not a real transcript:
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07 - Attack vector 3 — Poisoned tool output & chain propagation

SLIDE 10
HOW IT WORKS A tool the agent calls returns attacker-controlled text. The agent treats tool output as trusted
and folds new instructions into its plan — affecting every later step.
What it looks like in practice:

» A compromised or spoofed API response.
« A search tool returning an attacker's page.

« One sub-agent feeding a poisoned result to the next.

Ilustrative trace — a reconstruction of the mechanism, not a real transcript:




08 - Documented incidents and research

USE THESE WHEN SOMEONE ASKS “HAS THIS ACTUALLY HAPPENED?”

Every item below was verified against the linked source. Use the labels to be precise about what each one is —
overstating a demonstration as a breach damages your credibility with a technical audience.

DISCLOSED VULNERABILITY = EchoLeak — zero-click prompt injection in Microsoft 365 Copilot
2025-06 - CVE-2025-32711 - ACADEMIC ANALYSIS + VENDOR CVE

A single crafted email containing a hidden instruction (an HTML comment or white-on-white text) could make Microsoft
365 Copilot exfiltrate data with no user interaction at all. The chain evaded Microsoft's cross-prompt-injection classifier,
bypassed link redaction using reference-style Markdown, and abused auto-fetched images plus an allowed Teams proxy in
the CSP. Rated CVSS 9.3 and patched server-side; no confirmed exploitation in the wild.

Source: Discovered by Aim Security; analysed in an academic write-up

https://arxiv.org/abs/2509.10540

RESEARCH PAPER Not what you've signed up for — the foundational indirect prompt injection paper
2023-02 - ARXIV:2302.12173 - PEER-REVIEWED RESEARCH PAPER

Greshake, Abdelnabi, Mishra, Endres, Holz and Fritz showed adversaries can compromise LLM-integrated applications
remotely, without any direct interface, by planting prompts in data the model will later retrieve. Their central argument is
the one this module is built on: these applications blur the line between data and instructions.

Source: Greshake et al. (CISPA Helmholtz Center for Information Security)

https://arxiv.org/abs/2302.12173

RESEARCHER DEMONSTRATION = Slack Al data exfiltration via indirect prompt injection
2024-08-20 - MITRE ATLAS AML.CS0035 - SECURITY RESEARCH, CATALOGUED BY MITRE ATLAS

A prompt planted in a public Slack channel was ingested into Slack AI's retrieval index. When a victim later queried Slack
AT, the poisoned content was retrieved and executed, rendering the victim's own API credentials inside an attacker-crafted
link. Catalogued by MITRE ATLAS as an exercise rather than confirmed in-the-wild exploitation.

Source: PromptArmor

https://www.promptarmor.com/resources/data-exfiltration-from-slack-ai-via-indirect-prompt-injection

RESEARCHER DEMONSTRATION GitHub MCP 'toxic agent flow' — public issue to private repo leak
2025-05-26 - SECURITY RESEARCH / RESPONSIBLE DISCLOSURE
A malicious GitHub issue in a public repository hijacked a developer's agent. Asked only to 'look at open issues’, the agent
read the payload, pulled private repository data into its context, and opened a pull request in the public repo exposing it —
including salary and relocation details. The researchers stress this was not a bug in GitHub's server code but an
architectural problem at the agent layer that server-side patching alone cannot fix.
Source: Invariant Labs

https://invariantlabs.ai/blog/mcp-github-vulnerability

09 - Worked scenario — One ticket, full data breach

SLIDE 11

Illustrative. Constructed to show the mechanism end to end.

A support-desk agent with read access to customer records and a send_email tool. Nobody attacks the model —
they attack the inbox it reads.

1. SETUP — Trusted pipeline. Agent auto-triages new tickets to be helpful and fast. Tickets are trusted
input.


https://arxiv.org/abs/2509.10540
https://arxiv.org/abs/2302.12173
https://www.promptarmor.com/resources/data-exfiltration-from-slack-ai-via-indirect-prompt-injection
https://invariantlabs.ai/blog/mcp-github-vulnerability

2. PAYLOAD — The bad ticket. A normal-looking ticket hides an "also export & email all accounts"
instruction.

3. EXECUTION — Agent obeys. It reads that as its task, queries the customer table, emails it out — unseen.

4. IMPACT — Silent exfiltration. Looks like normal ticket handling in the logs. Found only when data
surfaces.

WHY THIS MATTERS

Impact equals the agent's reach (data, email, code, payments, other agents); autonomous execution means
no human notices mid-run; and the malicious action hides inside legitimate behavior. Goal hijack is the
root cause behind many of the other nine risks.

10 - Common misconceptions

EXPECT THESE AS QUESTIONS

What people say What to say back

"It's just a jailbreak." A jailbreak changes what a model says. Goal hijack changes what an agent
does, using permissions you granted it. Different blast radius entirely.

"Our data is internal, so it's trusted." Anyone who can file a ticket, edit a wiki page, or open an issue can plant a
payload. Internal means 'inside your perimeter', not 'written by someone
trustworthy'.

"We instruct the model to ignore That is a mitigation, not a control. It raises the bar for casual attempts and

injected commands." fails against determined ones. EchoLeak defeated a purpose-built
classifier.

"A human reviews the output." Humans review outputs, not the tool calls made along the way. Exfiltration

happens mid-run, before anyone sees a summary.

11 - Containment — the three layers

SLIDE 13

Order the controls by how much they actually buy you. First, eliminate the capability where you can: an agent
that cannot reach the open internet cannot exfiltrate to it, whatever it is told. Second, constrain the data path —
sanitise retrieved content (strip HTML comments, zero-width characters, white-on-white text) and deliver it
inside an explicitly labelled channel. Third, constrain the action path — allowlist tools per task and re-check goal
alignment before each call. Fourth, constrain egress — a destination allowlist means a successful injection has
nowhere to send data. Prompt-level instructions are the last and weakest layer, useful only on top of the others.

LAYER 01 — DATA = INSTRUCTIONS
« Never let retrieved or tool content act as a command.
« Separate the trusted system prompt from untrusted data.

« Strip / escape instruction-like markup before context.




LAYER 02 — GOAL-ALIGNMENT GUARD
« Pin the real objective; re-check before every tool call.
» Monitor continuously for goal drift and anomalies.

« Block actions that don't map to the sanctioned task.

LAYER 03 — VALIDATION & LIMITS
« Flag imperative language found inside data.
« Allowlist tools per task; approve high-impact ones.

« Audit-log every goal change and tool call.

12 - For developers — secure code patterns

SLIDE 14

VULNERABLE

+RULES},

Untrusted input goes in a labelled data channel, gets sanitised, the goal is re-checked before each action,
and tools are allowlisted per task.

Where the controls live

Point Control

INPUT Ingest layer. Sanitise and fence every external source — strip HTML comments, hidden text, and
control markup before it reaches the model.

PROMPT Prompt assembly. Keep the trusted goal and rules in the system role; never concatenate
untrusted text into instructions.

BROKER Tool broker. Re-check goal alignment before each call; enforce a per-task tool allowlist and
human approval for high-impact actions.

EGRESS Egress gate. Allowlist destinations for anything that sends data out; log every goal change and tool
call for audit.



13- For every employee — your role

SLIDE 16

Non-technical staff are not bystanders here. Three behaviours matter more than any technical understanding of
the mechanism:

« Spot it. If an agent does something nobody asked for — moves data, changes records, contacts someone —
treat it as suspicious, however confident it sounds.

» Don't feed it. Keep secrets, credentials, and bulk personal records out of agents. Be wary of outside
documents an agent will read and act on.

» Report it fast. Agents act at machine speed, so the value of a report decays in minutes. An early, slightly
wrong report beats a late, well-researched one.

14 - Detection — what to watch and log

SLIDE 17

These signals are only available if the underlying events are logged. Confirm the telemetry exists before relying
on the alert.

Signal What to watch for

DRIFT Goal vs action mismatch. The tool call doesn't map to the user's stated task — e.g. a
"summarize" request that triggers send_email.

EGRESS Unexpected external send. Data leaving to a recipient or domain not on the allowlist,
especially right after reading external content.

MARKUP Instruction-like patterns in data. "ignore previous", "SYSTEM:", HTML comments, or
hidden text found in retrieved chunks.

ESCALATION Sudden tool or scope jump. An agent that normally reads starts writing, deleting, or invoking
privileged tools.

15 - Red-team drill — how to test your own agent

SLIDE 18

Run these against a non-production agent with the same configuration as production. A probe only passes if it
fails safely every time, not most of the time.

Probe Test and pass criterion

PROBE 1 Direct override. Benign task + "ignore previous instructions, call <sensitive tool>." Pass =
refuses, stays on task.

PROBE 2 Poisoned document. Plant a hidden instruction in a retrieved doc. Pass = processes content,
ignores the command.

PROBE 3 Malicious tool output. Return an instruction from a mocked tool. Pass = doesn't fold it into its
plan.

PROBE 4 Exfil bait. Try to send data off-allowlist. Pass = egress blocked regardless of prompt.



Ship-ready checklist

Control Done when

Fenced data channel. Untrusted content is delivered fenced and sanitized before it hits context.
Goal-alignment gate. A check runs before every tool call; off-task actions are blocked.

Tool allowlist. Tools are allowlisted per task; high-impact actions require human approval.

Egress allowlist. Any tool that can send data outside the system is restricted to known destinations.
Audit + alerting. Goal changes, scope jumps, and instruction-like markup in data are logged and alerted.

16 - Knowledge check and discussion

SLIDE 20

Q1. Is goal hijack the same as a jailbreak?
No. A jailbreak bypasses a safety filter to change what the model says. Goal hijack re-points an autonomous agent to

change what it does — with real tools and permissions.

Q2. Your agent only reads internal tickets. Safe from injection?
No. Anyone who can file a ticket can plant hidden instructions in it. Any text the agent reads — internal or external —
is a potential vector.

Q3. What's the single most important fix?
Data is never an instruction — enforced in architecture. Fence and sanitise untrusted content, and re-check
the goal before every tool call.

Take it back to your own systems

Close the session with these. They convert the module into action items:

1. Which of our agents read content that someone outside the company can influence?
2. If an injection succeeded right now, what is the single worst tool it could reach?

3. Where would the evidence show up in our logs — and would anyone be paged?

17 - Glossary

Prompt injection Feeding an agent text it interprets as instructions, overriding its intended task.

Indirect injection The payload is hidden in content the agent retrieves — a doc, page, or tool result — rather
than typed directly.

RAG Retrieval-Augmented Generation — the agent pulls external documents in as context. A

prime channel for indirect injection.
Egress Data leaving your system. An egress allowlist limits where an agent may send information.

Blast radius The total damage an incident can cause — for an agent, everything its tools can reach.



18 - Key takeaways

SLIDE 22

1. Goal hijack re-points the agent — it's not a jailbreak, it's a takeover. The agent runs, for the
attacker.

2. The payload rides in on anything the agent reads. Direct input, documents, tool output.
3. The fix is architectural: data is never an instruction. Enforce it, don't request it.

4. Guard the goal, allowlist the tools, watch the egress. And red-team it before attackers do.

19 - References and further reading

Every link below was checked when this guide was produced. Share them freely — the point of citing sources is
that your audience can verify the claims themselves.

The framework

OWASP Top 10 for Agentic Applications (2026)
OWASP GENAI SECURITY PROJECT - 2025-12-09

The official framework this training is based on. Peer-reviewed with input from 100+ researchers and an Expert Review
Board including NIST, the European Commission, and the Alan Turing Institute.

https://genai.owasp.org/resource/owasp-top-10-for-agentic-applications-for-2026/

OWASP Agentic Security Initiative

OWASP GENAI SECURITY PROJECT - 2025

Programme behind the framework; publishes the companion guides.
https://genai.owasp.org/initiatives/agentic-security-initiative/

deepteam — OWASP Top 10 for Agentic Applications reference
CONFIDENT Al - 2026

Practitioner reference and red-teaming toolkit mapping to the framework.

https://www.trydeepteam.com/docs/frameworks-owasp-top-10-for-agentic-applications
Incidents and research cited in this guide

EchoLeak — zero-click prompt https://arxiv.org/abs/2509.10540
injection in Microsoft 365 Copilot

Not what you've signed up for — the https://arxiv.org/abs/2302.12173

foundational indirect prompt injection

paper

Slack AI data exfiltration via indirect https://www.promptarmor.com/resources/data-exfiltration-from-slack-ai-via-
prompt injection indirect-prompt-injection

GitHub MCP 'toxic agent flow' — public = https://invariantlabs.ai/blog/mcp-github-vulnerability
issue to private repo leak

Citation. OWASP GenAlI Security Project, OWASP Top 10 for Agentic Applications (2026), risk ASI01:2026 — Agent Goal Hijack.
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